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1 Introduction

A fault-tolerant system is one that can sustain a reasonable number of process
or communication failures, both intermittent and permanent. The ability to
solve the consensus problem is at the heart of any fault-tolerant system,
because it is through consensus that non-faulty processes agree on which
faults have occured, and how to circumvent them.

The consensus problem is defined as follows. All processes must agree on
a binary value, based on the votes of each process. They must all agree on the
same value, and that value must be the vote of at least one process (e.g., they
cannot all decide on 1 when they all voted for 0). Note that it is not part of
the definition that the decided value must be the majority vote; for example,
in a distributed database application, each process may vote on whether to
commit on a particular transaction, and if a single process votes no, then the
decided value must be no and all processes must abort the transaction. There
are variants of this definition, such as majority requirements or approximate
agreement (agreement on numerical values where each process must decide
on a value and all decided values must be within € of each other).

Consensus in the presence of faults is difficult, especially when few as-
sumptions can be made about the underlying system or the kinds of faults
that can occur. Systems with different levels of synchrony or different kinds
of failures require different algorithms. At one extreme, a system can be
totally asynchronous, in that no assumptions can be made about the rela-
tive speeds of the processes or the communication medium. At the other, a
system can be totally synchronous where we can assume upper bounds on
processing and communication delays.



Usually, two kinds of failures are considered. Fuil-stop failures cause a
process to die at any time and stop participating in the algorithm. Byzan-
tine failures are those where a process sends incorrect information, possibly
according to a malevolent plan. Section 2 of this paper will consider fail-
stop failures in asynchronous systems, and Section 3 will consider Byzantine
failures in synchronous systems.

The other two combinations are not usually considered. Fail-stop failures
in synchronous systems are fairly uninteresting: the failure of a process is
immediately detected by the lack of messages from it, and all other processes
can change their behaviors accordingly (see early stopping algorithms below).
Byzantine failures in asynchronous systems are either equivalent to those in
synchronous systems if the malevolent process sends messages, or equivalent
to fail-stop failures if it does not.

This survey does not deal with tolerance of systemic failures (i.e., self-
stabilization), but only with tolerance of process failures. Only message-
passing systems are considered; shared memory algorithms fall in the cate-
gory of wait-free constructions, which is outside the scope of this paper.

2 Fail-stop Failures in Asynchronous Systems

We start this section with an impossibility result, and spend the rest of it
trying to modify either the system or our assumptions so as to make this
kind of consensus possible.

2.1 Impossibility of Distributed Consensus with One
Faulty Process

The title of this sub-section is that of the paper that proved this fundamental
result in 1985 [9] by Fisher et al. Let us consider a system of completely
asynchronous processes. That is, we can make no assumptions about the
relative speeds of the processes or the speed of communication. We cannot
check to see if a process has failed, and we have no reference to a clock
to implement some kind of time-out mechanism. We do assume reliable
communication (although messages may arrive in another order than they
were sent) and that at most one process may fail (stop permanently) at any



time. Despite these good conditions and benign failures, there is no algorithm
which can guarantee consensus on a binary value in finite time.

This disturbing result is based on the fact that we cannot tell if a process
has died or if it is just very slow in sending its message; we cannot distinguish
between a process which is arbitrarily delayed and one which is indefinitely
delayed. If this delayed process’s input is necessary, say, to break an even
vote, then the algorithm may be delayed indefinitely.

The most significant result of this paper is that totally asynchronous
systems can never have any kind of fault-tolerance, since they cannot even
handle the most benign of faults under the best of conditions. Fault-tolerance
in asynchronous systems requires making some assumptions about the system
or about the kinds of faults which can be handled. In real systems, this is
usually done by assuming an upper bound in communication and processor
speed, and considering a process faultly if it doesn’t respond within a certain
time. This allows the development of an algorithm in which, at every time-
step, a process comes closer to making a decision (based on a received message
or lack thereof).

The outline of the impossibility proof is as follows. If we can prove that
there exists an initial state for which the final decision is undecided, and
that starting at any undecided state can lead to another undecided state,
then by induction we can show that the system can stay forever undecided.
Even if we only consider fair runs (i.e., runs in which all processes have a
chance to execute an action), we can show that there exists the possibility of
a fair run staying undecided. This confirms the popularly held belief that any
algorithm on asynchronous systems has a “window of vulnerability” during
which a single process death could cause the algorithm to never terminate.

Since we do want fault-tolerance in asynchronous systems, then we must
change our model in some way. The next three sub-sections discuss different
ways that the model can be changed and the results of such changes.

2.2 Consensus with Probability 1

If we want consensus to be possible without changing the system conditions,
then we must change the definition of “consensus”. Instead of requiring
guarenteed consensus in finite time, we may want to have consensus in finite
time with probability 1. In other words, there is a chance that the algorithm
will be indefinitely delayed, but the probability of this happening is 0.



Bracha and Toueg [3] described algorithms for both fail-stop and Byzan-
tine failures which, if n > 2t and n > 3t respectively, led to consensus with
probability 1. Their algorithm is probabilistic but does not incorporate ran-
domization, as is done in other algorithms which have finite-time consensus
with probability 1 [1].

For the fail-stop resilient algorithm, the key idea is that if there are n
processes, t of which may be expected to be faulty, then a process can never
expect more than n — ¢t acknowledgements from a broadcast. Each process
then broadcasts its value and waits for n —t answers. The problem now is to
make sure that whatever decision made on those n — t answers is the same
as that made by another process, whose n — t answers may have come from
a different set of processes (since not all ¢ processes may be faulty).

The algorithm proceeds in phases. Each process broadcasts its preferred
value and the number of processes it has seen which also have this as their
preferred value. (The latter number, the cardinality, is initially 1.) At each
round, each process receives n — t answers, each with a preferred value and
cardinality. The processes then change their preferred value according to
which value was preferred most by other processes. This continues roughly
like this until a process, in a single phase, receives t messages of a single value
each with at least cardinality n/2, a which point it knows that the algorithm
will decide on that value in the next two phases and it can stop (but not
before broadcasting enough messages for the next two phases).

Essentially, as the number of phases goes to infinity, the probability that
consensus has not yet been reached goes to zero. Consensus with probability
1, although not as satisfying as guarenteed termination, is reasonable for
most real systems.

2.3 Levels of Synchrony

Another way of achieving consensus in asynchronous systems is to relax the
definition of “asynchronous” and allow some level of synchrony. The question
then becomes, “How much and what kind of synchrony do we need before
consensus is possible?”

We can identify three kinds of asynchrony in the system described by
Fisher et al.: (1) process asynchrony, where each process may go to sleep
for an arbitrary amount of time; (2) communication asynchrony, where there
is no upper bound on the possible delay of a message; and (3) message
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order asynchrony, where messages may be delivered in a different order than
they were sent. Dolev et al. in [6] investigate the possibility of a consensus
algorithm with only some of these asynchronies in the system.

They prove that only making the processes synchronous is not enough,
but making either the communication or message order synchronous is alone
enough, so long as the idea of an “atomic step” of a processor is retained. (In
Fisher et al., each processor could perform an “atomic step”, which consisted
of receiving a message, performing some computation, and sending messages
to other processes.) For example, if the atomicity of this operation is lost
(i.e., if an arbitrary delay is allowed in the middle of the operation), then no
consensus algorithm is possible with only communcation synchrony.

There are two components of an “atomic step” which are important:
atomicity of a receive and send operation, and broadcast capability. Four
minimal cases were described:

1. Process and communication synchrony.
2. Process and message order synchrony.
3. Message order synchrony and broadcast capability.

4. Communication synchrony, broacast cabability, and send /receive atom-
icity.

Any of these four scenarios is enough to allow the possibility of a consensus
protocol, and any weakening of them makes such a protocol impossible.

2.4 Failure Detectors

One of the central assumptions about our asynchronous system is that we
cannot detect the death of a process, and therefore we cannot distinguish
a dead process from a merely slow one. Therefore, simply adding failure
detectors would solve our problem without relaxing either our definition of
consensus or our assumptions about the asynchrony in the underlying system.

We can imagine a module which is a failure detector for the system. This
module could keep a list of processes which it thinks has crashed, and could
regularly probe each process to update its list. Since this failure detector
cannot be sure of a process death any more than any other process can, we



should assume that it will not only make mistakes, but will make an infinite
number of mistakes. The weakest properties that this module could have
would be (1) all fail-stop processes are eventually detected, and (2) some
correct process which is on the list of failed processes should eventually be
taken off the list.

This can be implemented in practice by having the failure detector probe
each process regularly; an unresponsive process p is placed on the list and
a broadcast message is sent to all processes (including p) announcing its
death. If p is has not actually crashed, then it will eventually refute its death
announcement. Chandra and Toueg [5] show that this weak and unreliable
model of failure detectors allows the consensus problem to be solved. The
failure detector described above requires f < n/2, where f is the actual
number of failures and n is the total number of processes. In [4], Chandra
et al. prove that this failure detector is indeed the weakest that can solve
the consensus problem. A stronger model of failure detectors allows f < n,
although it may be difficult to implement in practice because it requires that
at least one correct process is never suspected of being faulty.

3 Byzantine Failures in Synchronous Systems

In the last section, we saw that there is no totally correct consensus protocol
for asynchronous processes. To have any kind of fault-tolerance, then, we
must make assumptions about the system or the kinds of faults we can expect.
We therefore assume a synchronous system of processes, in which we can
detect the lack of a message through some means (for example, time-outs).

In what is probably the most famous use of anthropomorphism in dis-
tributed computing, Lamport et al. [12] introduced the paradigm of the
Byzantine Generals Problem as a model for the consensus problem in light
of faulty processes which send false messages.

The worst kinds of faults are those that follow a malevolent plan. They
are the most disruptive because if there exists a certain scenario in which the
consensus protocol will fail, we must assume that the malevolent processes
will act out that scenario. If we can develop an algorithm to handle malevo-
lent faults, then this algorithm will also be able to handle random, fail-stop,
or any other kinds of faults.

We can discuss such an algorithm by using the Byzantine Generals Prob-



lem. A city is surrounded by Byzantine generals and their forces. The
generals must agree on a plan of action; that is, they must agree whether to
attack the city or to retreat. Some of these generals are traitorous and want
to stop the loyal generals from coming to a consensus (or worse, make them
each “agree” on a different plan). Any general can send a message to any
other general directly, and can send oral or written messages through other
generals. (Oral messages can be changed by intermediate generals, whereas
written ones are signed and cannot be modified.) Messengers are reliable.

It is important to realize here that we are not trying to find out who is
traitorous and who is not, but we are only trying to get the loyal generals to
agree on a value.

The question now is, “How many traitorous generals are necessary before
consensus among the loyal generals is impossible?” The question yields a
different answer for oral and for written messages.

3.1 Oral Messages

With oral messages, if one-third or more of the generals are traitorous, then
no consensus is possible. Let us start by formalizing what we want from a
consensus algorithm. We want all loyal generals to come to a concensus on
a boolean value. If each general could create a list of what he thinks all the
generals (including himself) want to do, then he could simply run a function
on that list, say taking a majority, and the output of this “majority” function
would be his decided value.

Therefore we are now faced with the problem of having to make sure
that every general gets the exact same list, so that every general can run the
same “majority” function on his list and come up with the same value, thus
coming to a concensus.

We would like our Byzantine Agreement algorithm to satisfy two condi-
tions:

1. Every general should have the same idea of what every other general
sent (i.e., every loyal general’s list should be identical).

2. If general 7 is loyal, then every other general must have general i’s
true vote in his list. If we did not have this condition, then traitorous
generals would be able to get the loyal generals to agree on a bad plan
(one for which most or all loyal generals did not vote).
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We can simplify the model a bit. It is easy to see that if we solve the
problem for one sender general and n — 1 receiver generals, then we have
solved it for n senders by simply running the one-sender algorithm n times.
So as to not confuse the two models, we will speak of a commander sending
orders to his n — 1 lieutenants. Any lieutenant may be traitorous, and the
commander himself may be traitorous. We rewrite our conditions as follows:

1. All loyal lieutenants must decide on the same order.

2'. If the commander is loyal, then all loyal lieutenants must all decide on
his actual order.

To get an intuitive feel for the problem, consider one commander and two
lieutenants, and one of the three is a traitor. If the commander is traitorous,
he can send a “0” to one lieutenant and a “1” to the other. Since this would
violate condition 1’, our algorithm must do more. The obvious next step is
to have the lieutenants compare orders to make sure the commander is not
traitorous. Each lieutenant therefore sends his received value to the other
lieutenant.

Let’s look at it from lieutenant #1’s point of view in two situations. In
the first, lieutenant #2 is a traitor and lieutenant #1 gets a “0” directly from
the commander and a “The commander said ‘1’,” from lieutenant #2. In
the second, the commander is a traitor and lieutenant #1 gets a “0” directly
from the commander and a “The commander said ‘1’,” from lieutenant #2.
These two situations look the same to lieutenant #1. In the first situation,
according to condition 2/, he must choose the value “0”. Since the two
situations look alike to him, he will also choose “0” in the second situation.
But in this second situation, lieutenant #2 will choose “1” (by symmetry),
thus violating condition 1'.

In fact, no amount of communication among the three people will al-
low the loyal lieutenant(s) to satisfy both conditions. Let us add one more
lieutenant, but still only one of the four people is a traitor. In this new sit-
uation, less than one-third of the participants are traitors. Each lieutenant
now gets three messages: one from the commander, and two from the other
lieutenants. Since they are deciding on a binary value, then at least two of
these messages will be the same, and the lieutenant can pick that value. To
show that this value satisfies both conditions, we can do a case analysis.



If the commander is traitorous, he can send one value to one lieuten-
tant and the other value to the other two. When the lieutenants exchange
messages, they will each get the same list of three messages (since they are
all loyal), and will agree on the same value. (Remember that condition 2’
does not apply in this case.) If the commander is loyal, then the two loyal
lieutenants will get the true order and can exchange it to confirm that theirs
is the actual order. Even if the traitorous lieutenant lies about the received
order, he cannot foil the other two since they will have a two-thirds majority
on the true order.

If there are t traitors, then there must be at least n = 3t + 1 loyalists.
This was shown in the above situation and is easily extended to any number
of traitors. If ¢ traitors are anticipated, then ¢ + 1 rounds of information
are exchanged. The first round has the format, “Here is my vote,” and the
second round has the format, “General i; said x,” and the third round has
the format, “General i; said that general 75 said x,” and so on. There is a
total of (n —1)(n —2)...(n —t — 1) messages exchanged.

Yet, this limitation of having fewer than one-third of the generals be
traitorous is bothersome; we would like to develop a system which is resilient
to any number of traitors. We can achieve this with written messages.

3.2 Written Messages

With written messages, consensus is always possible (assuming, of course,
that there are at least two loyal generals between whom to have a consensus).
The model here is that when a general is relaying information, he can not
send a message, but he cannot change a message. (Messages are signed and
any change would detected by the receiving general.)

If we go back to our previous example of one commander and two lieu-
tenants, a loyal lieutenant will always know who is a traitor. If he gets a “0”
from the commander and a “The commander said ‘1’,” or “The comman-
der did not send anything,” message from the other lieutenant, then clearly
the commander is a traitor and some default value, say 0, is assumed by
both lieutenants. If the loyal lieutenant does not receive anything from the
other lieutenant, then that lieutenant is a traitor and the commander’s order
stands.

In practice, written messages are implemented with cryptographic tech-
niques of authentication, such as RSA [13]. The number of messages stay the
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same as the case for oral messages, and as this number is exponential with
n, we'd like to find an alternative algorithm which uses fewer messages.

3.3 Optimizing Byzantine Agreement

The Byzantine Generals Problem is a paradigm for distributed processes,
some of which may be faulty. It might be fair to assume that most of the
time, all processes will be correct (i.e., not faulty). An easy way to reduce
the number of messages sent in a Byzantine Agreement algorithm would be
to not run the algorithm at all if all of the processes are correct. We should
then develop a Fault Detection algorithm which we run first, which would
be weaker than the Byzantine Agreement algorithm. Specifically, either all
processes are correct and they should come to a concensus, or at least one
should detect the presence of a faulty process. Once a faulty process is
detected, then the full-blown Byzantine Agreement algorithm can be run.

Hadzilacos and Halpern [10] showed that with oral messages, an average
of [n(t+1)/4] messages are necessary for such an algorithm, where n is the
number of processes and ¢ is the number of expected faulty processes. With
written messages, an average of [(n+t—1)/2| messages are necessary, which
is considerably better.

Instead of considering the number of messages, we could consider the
number of rounds. An algorithm which tolerates ¢ faulty processes must run
at least £+ 1 rounds in worse-case execution; however, if the actual number of
faults f is less than ¢, then there may be a way for the algorithm to terminate
earlier. This is referred to as early stopping, and was described by Dolev
et al. in [8]. They show that if only fail-stop failures are allowed, then the
minimum number of rounds is min(¢+1, f+2), and they present an algorithm
that achieves this bound. Since Byzantine failures are not considered, this
result is somewhat weaker, but possibly useful in some systems where crashes
are guarenteed to be the only faults.

Another approach is to use non-determinancy (i.e., probability). In [2],
Bracha presents a non-deterministic algorithm with an expected number of
rounds of O(logn), as long as t = n/(3+¢) for oral messages or t =n/(2+e¢)
for written messages. (The technique was later modified to yield a protocol
with O(logn(loglogn)) expected rounds.)

The key is to use other Byzantine Agreement algorithms which have the
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following propreties: If ¢ (number of faulty processes) is O(n) then the al-
gorithm is expenential in n, but if ¢ is O(y/n) then the expected number
of rounds is constant. (There are several such algorithms, and our meta-
algorithm will work with any “plug-in” algorithm with the above propreties.)
If we can convert a system of n processes and O(n) faulty processes into one
with m processes and O(y/m) faulty processes, then we can solve this new
problem in constant time, leaving us only with the time to translate one
system into the other.

Bracha shows that if we choose m = O(n?) and have each of these m pro-
cesses be compound processes of s = O(logn) actual processes (each of which
may be in several compound processes), then we can choose the compound
processes in such a way that at most /m of them are faulty. A standard
(t + 1)-round Byzantine Agreement protocol can be run in each of the m
compound processes (with an expected O(logn) number of rounds), and the
result can be run on the m compound processes, with an expected constant
number of rounds. This yields a total expected number of rounds of O(logn).

3.4 Eventual Byzantine Agreement

The original Byzantine Generals problem as stated by Lamport et al. [12]
did not specify that all processes had to decide on a value simultaneously,
although the algorithm given in [12] had that proprety. In [11], Halpern
et al. discuss the possibility of an algorithm in which the processes can de-
cide independently and possibly earlier. This is called Eventual Byzantine
Agreement, to differentiate it from Simultaneous Byzantine Agreement.
Their results are based on a technique called continual common knowl-
edge, which is a variant of common knowledge, i.e., the final result of Si-
multaneous Byzantine Agreement. The key is that at some point in the
algorithm, some processor may have enough information to realize that the
algorithm will eventually decide on a particular value. In other words, if
common knowledge is that “Everyone knows that everyone knows that ...
x,” then eventual common knowledge is that “Everyone will know that ev-
eryone will know that ... x.” It turns out that eventual common knowledge
is too weak to solve the problem (because of the way Byzantine Agreement is
done), so continual common knowledge (what everyone knows at any point
in time) is used instead. They give a construction which can translate any
Eventual Byzantine Agreement protocol P into an optimal protocol P’.
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3.5 Approximate Agreement

The topic of approximate agreement is not strictly a problem of consensus,
but is related and worth mentioning. We can modify the Byzantine Generals
Problem so that each process inputs a real value rather than a binary value,
and all processes must eventually decide on real values which are within e
of each other. Notice that if ¢ = 0 then it is equivalent to the consensus
problem with real values.

An algorithm described by Dolev et al. [7] works by successive approxi-
mation. That is, every round gets closer to the goal with a guarenteed con-
vergence rate. The most interesting part of this algorithm is that it works
both in synchronous and asynchronous systems (with e > 0). The conditions
are similar to that of the consensus problem: all correct processes eventually
halt with output values within € of each other, and all decided values are
within the range of input values of all correct processes. For synchronous
systems, the convergence rate depends on the ratio between the number of
faulty processes and the total number of processes. Convergence is guar-
enteed when n > 3t. For asynchronous systems, convergence is guarenteed
when n > bt.

The synchronous algorithm basically works as follows. Each process sends
its value to every other process. If a faulty process does not send a value,
then some default value, say 0, is chosen. Each process then runs the function
fit on the n real values. Roughly speaking, the function f is chosen so as to
eliminate the lowest and highest ¢ values from the list and take the average
of the rest; the faulty processes are thus unable to affect the convergence of
the values. To show that it is necessary to have n > 3t, assume n = 3t. If all
t faulty processes send a very high value to correct process p and a very low
value to correct process ¢, then p and ¢ will be taking their averages on two
completely different sets of numbers, and they will not converge. However,
if n = 3t + 1, then p and ¢ will have one overlapping value at their median,
and will (very slowly) converge towards each other.

The asynchronous algorithm is the same as above, except that each pro-
cess only waits for n — t messages, does not choose a default value, and runs
the function fy, on the list. It is interesting to note that although exact
consensus in a totally asynchronous system is impossible, € can be chosen to
be arbitrarily small to get as close to consensus as desired.
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4

Conclusion

Although distributed consensus plays a key role in fault-tolerance, the kinds
of algorithms we can use to solve this problem depend a great deal on the type
of distributed system on which the protocol will run and the assumptions we
make about the kinds faults to expect.
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